Davon Richardson
Hickory, NC
828.217.8487
dvorichl996@gmail.com
www.linkedin.com/in/davon-richardson
https://'www.davonrichardsonprofessionalportfolio.com

PROFESSIONAL SUMMARY

Entry-level IT & Cybersecurity Analyst with an Associate's in Information Technology and hands-on experience in network security,
Linux administration, cloud computing, and IT operations. Veteran with strong communication skills, discipline, attention to detail,
and proven ability to troubleshoot, harden systems, and maintain operational security. Currently pursuing a Bachelor's in
Cybersecurity with foundational Python scripting and AWS cloud experience.

SKILLS

Network Security & Monitoring

System Hardening & Vulnerability Management
Incident Response & Troubleshooting
Compliance & Operational Security

AWS Fundamentals & Cloud Migration

Linux System Administration & CLI Tools
Python Scripting (Foundational)

System Monitoring & Logging

EXPERIENCE

Plumber June 2015 - June 2019
United States Army - Plumber (MOS 12K), Joint Base Lewis-McChord, Washington
e Adhered within high-security environments governed by compliance and regulatory standards, enforcing access controls,
safeguarding sensitive assets, and adhering to established operational security (OPSEC) protocols.
e Reduced operational disruptions by readjusting complex systems, implementing preventive maintenance procedures, and
ensuring 100% accountability of assigned equipment.
e  Coordinated with a 5+ member team to execute high-priority operational tasks under tight deadlines, improving workflow
efficiency and meeting all mission-critical goals.
e Analyzed technical schematics and detailed work orders to execute inspections and corrective maintenance, reducing
equipment downtime and preventing operational disruptions.

TECHNICAL SKILLS

Operating systems: Linux, Windows Server 2016/2019, Windows Workstation 8/10, Mac OSX
Cloud Platforms: Amazon Web Services (AWS), Microsoft Azure

Automation Tools: Ansible

Compliance: PCI DSS, GDPR, HIPAA

Virtualization: VMWare Fusion/Workstation

Security: Nessus, NMAP, OWASP, DevOps, OpenSSL, Identity and Access

Web Servers: Apache, NGINX

Databases: MySQL, MariaDB, Microsoft SQL

Networking: LAN/WAN, DNS, DHCP, TCP/IP, Active Directory, VLANS, IPsec, SSL, VPN
Programming/Scripting: Python, PowerShell, BASH

Frameworks: NIST 800-53, NIST CSF, NIST Privacy Framework, Software/System Development Life Cycle, MITRE
ATT&CK

e  Ticketing System: JIRA

EDUCATION

Bachelor of Science in Cybersecurity (B.S.) March 2026
Full Sail University, Winter Park, FL

Associate of Science - Information Technology February 2025
Full Sail University, Winter Park, FL
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